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| nf or mati on Managenent
MANAGEMENT AND USE OF CORPSVEB
(RCS: CECI-1-46 and CECI-1-47)

1. Purpose. This regulation establishes policy for the
managenent of CorpsWeb. CorpsWb is the totality of the United
States Arnmy Corps of Engi neers (USACE) uncl assified web presence
including Internet, Intranet, and Extranet. Policy for USACE
enpl oyee use of the Internet is also included.

2. Applicability. This regulation applies to all HQUSACE
el ements and all USACE Conmands.

3. Distribution. Approved for public release, distribution
unlimted.

4. References. References are |isted at Appendi x A

5. dossary. Abbreviations, brevity codes, acronyns, and terns
appear in the d ossary.

6. Introduction. Use of CorpsWb for m ssion-related functions
i s encouraged throughout USACE for: sharing information in an
appropriate manner; providing val ue-added services and products;
savi ng resources; and providing USACE information to the public
and nedi a.

7. Policy.

7.1. Use of the Internet. Use of the Internet is for
of ficial and authorized purposes only as directed in Appendi x B,
Use of the Internet.

7.1.1. Foreign Nationals are not permtted to use USACE
equi pnent having access to the Internet without the witten

This regul ati on supersedes ER 25-1-1, 20 Cct 87 and EP 25-1-97,
28 Mar 96.
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consent of the Commander, USACE, (CECS-0S) (ER 380-1-18,
paragraph 18, Access to Conputers).

7.2. Accuracy and Currency. CorpsWb information nust be
accurate and current. Use proper grammar, punctuation, and
spelling to ensure clear presentation. Correct errors
i mredi ately. Hyperlinks nust support the m ssion of the
organi zati on. Renove information which no | onger supports the
m ssion of the web site, or which has expired, or which is no
| onger bei ng mai nt ai ned.

7.3. Restrictions on Posting. The appropriate rel ease
authority nust approve all information to be placed on CorpsWb.
Information listed at Appendix C will not be nmade available to
unaut hori zed i ndi vi dual s t hrough Cor ps\Web.

7.4. Security.

7.4.1. As applicable, inplenment security review procedures
in accordance with (1AW DoDD 5200. 28, AR 380-10, AR 380-19,
AR 380-53, SAI S-SACC Meno (reference A 20) and ER 380-1-18 to
hel p saf eguard CorpsWb

7.4.2. USACE Commands and HQUSACE el enents with web servers
will conmply with HQUSACE network security plans as described in
reference A 23.

7.4.3. Use secure protocols, such as secure socket | ayer
(SSL), to provide encryption of information as it traverses
net wor ks between a server and a browser. Wbmasters wll
eval uate the sensitivity of information served, captured or
stored in web sites, and enpl oy secure protocols when
appropri ate.

7.5. | nt ranet/ Extr anet.

7.5.1. Major Subordinate Commanders may approve Intranets
and Extranets. The Chief of Staff has approval authority for
HQUSACE el enents. The nunber of web servers on CorpsWeb will be
m nimzed for increased security and decreased nmanagenent costs.
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7.5.2. Before establishing a |local Intranet, consider
pl aci ng the content on the Corporate Intranet
http://corpsinfo.usace.arny. ml.

7.5.3. Intranets and Extranets must follow information
security standards described in paragraph 7.4. of this
regul ati on.

7.5.4. Internet sites will not contain |inks or references
to Intranet sites. A link my be established to a | ogon page
provided details of the Intranet site are not reveal ed.

7.5.5. Content Providers will determne the restrictions
requi red for access to application software made avail abl e
t hrough Cor psWeb

7.6. Repositories.

7.6.1. The only official source of USACE Conmand
Publications is http://ww. usace.arny. ml/publications/. Only
the Ofice of the Deputy Chief of Staff for Corporate
Information (CECI-1) posts USACE Command Publications. USACE
Commands and HQUSACE el ements may link to official publications
but may not post official USACE Command publications on CorpsWb
or on local area networks.

7.6.2. Repositories of information as |listed at
http://ww. usace.arny. ml/ice/references/repositories.htm wll
not be duplicated. Any site which intends to establish a Corps-
Wde repository of information nmust coordinate with the
appropriate HQUSACE el enent. Report repositories to
webmast er @ww. usace. arny. ml to be added to this list.

7.6.3. Ceospatial Data O earinghouse. Prior to the
coll ection or production of new geospatial data, USACE Maj or
Subor di nat e Conmands wi |l access the C earinghouse to determ ne
whet her ot hers have al ready collected the data or a usable
substitute, or if cooperative efforts to obtain the data are
possi ble. The Internet address for the C earinghouse node is
http://corpsgeol. usace.arny. ml .

7.6.4. Single Source for Information. For the purpose of
preventing duplication on the Wb, a Wb site shall normally be
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l[imted only to information for which the establishing

organi zation is responsible. Information from other sources on
the Internet will not be copied but will be referenced or
otherwi se |linked. This does not prevent content providers from
mrroring or replicating public information for performance,
security or other mssion-related reasons. Note paragraph C 2.9
for copyright rules. Establish procedures for updating or
deleting the information.

7.7. \W\b-Based Applications.

7.7.1. Applications devel oped by USACE, including those
using a web browser as the user interface, conme under the
purvi ew of Life Cycle Managenent of Information Systens (LCMS),
(ER 25-1-2).

7.7.2. The Joint Technical Architecture — Arny (JTA-A),
Appendi x B, establishes | anguages, standards, and tools for
devel opi ng web-based applications.

7.7.3. Applets, scripts, etc., which are conponents of a
web page will be registered wwth the hone page. Follow security
practices when using CAd (Common Gateway Interface) scripts such
as counters.

7.8. Style, Tenplates, and Standards.

7.8.1. Use only text or hyperlinked text to direct visitors
to software downl oad sites. G aphics or |ogos depicting
conpani es and/or products are not permtted on CorpsWb.
(Reference A 29, paragraph 6.f.1.).

7.8.2. No noney, services, products, or in-kind paynent
wi |l be accepted in exchange for a link to non-Arny web
resources placed on CorpsWb.

7.8.3. There are three types of honme pages w thin USACE
Cor porate, Command, and Functional. The Corporate honme pages
are http://ww. usace.arny.m!| for Internet and
http://corpsinfo.usace.arny.ml| for Intranet. See Appendix D,
Web Page Standard Formats for a list of information required on
each type of web page.
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7.9. Gaphics Standards. Use official USACE | ogos
correctly. Custom zed graphic | ogos are not permtted.
EP 310-1-6, G aphic Standards Manual provides gui dance on
application of official USACE | ogos. The official |ogos are
avail able at http://ww. usace.arny. m |/ publications/graphics/.

7.10. Reporting Requirements. These reports are intended
to i nprove CorpsWeb by increasing the | evel of accountability
for the USACE web presence and avoi di ng duplication of page
sets.

7.10.1. Certification and Registration Wb Catal og (RCS
CECI-1-46). Al web sites in CorpsWeb wll be certified
annual ly in Cctober using the checklist at Appendix E. Al hone
pages and associ ated web page sets in CorpsWb (except |oca
Intranets) will be registered annually in October using the
checklist at Appendi x E.

7.10.2. Each Command home page will be registered with the
Arny using the format http://ww.arny.ml/register/. Notify
the Arny Webmaster at webmast er @qda. arny. m| when any of the
information included on the registration form changes.

7.10. 3. Each Command hone page will be registered with the
Governnent Information Locator Service (GALS) at
http://wwww. dtic.ml/index/.

7.10.4. Web Server Report (RCS: CECI-1-47). Each conmand
will report by January 15th and June 15th the domai n nane, host
name, Internet Protocol (IP) address, and webmaster of each
CorpsWb server to the Internet Center of Expertise. The Wb
Site Manager at HQUSACE will report this information for HQUSACE
el emrents. This requirenent includes servers not on the
usace.arny. ml| domain that are funded by USACE and servers
mai nt ai ned by contractors not at USACE | ocations. Acquisitions
of additional web servers require approval of the |ocal Mjor
Subor di nate Command Conmander or Chief of Staff for HQUSACE
el enent s.

7.10.5. Web Site Managers’ nanmes will be reported to the
I nternet Center of Expertise. See paragraph 10.1. A list of
web site managers is naintai ned at
http://ww. usace.arny. ml/icel/references/ webmanagers. htm .

5



http://www.usace.army.mil/publications/graphics/
http://army.mil/register/
http://www.dtic.mil/index/
http://www.usace.army.mil/ice/references/webmanagers.html

ER 25-1-99
30 Jul 99

7.10.6. Webmasters’ nanmes will be reported to the Internet
Center of Expertise. See paragraph 10.1. A list of webmasters
IS maintained at
http://ww. usace.arny. ml/icel/references/ webmasters. htn .

7.10.7. Pagemasters’ names wll be reported to the |ocal
Web Site Manager.

7.10.9. Any CorpsWb site which collects standardi zed
information fromnore than 10 nmenbers of the public nust conply
with reference A 27, paragraph 12.

7.10.10. Every CorpsWeb page which collects information
fromthe public (using techniques such as E-Mail or Web Forns)
will link to a privacy statenent and will follow applicable QOVB,
DoD, and Arny privacy policies. (Reference A 22).

8. Responsibilities.

8. 1. | nt roducti on.

8.1.1. Commander, USACE has del egated web site authority to
USACE Maj or Subordi nate Commanders and t he HQUSACE Chi ef of
Staff (Figure 1).

8.1.2. Wb Site Managers are individuals appointed by Mjor
Subor di nate Commanders, Laboratory Directors, and FOA Directors
to ensure that all web sites wwthin the activity conformto this
regul ation. The Chief of Staff will appoint the Web Site
Manager for HQUSACE.

8.1.3. Commanders/Directors will appoint Wbmasters for
each web server. Wbnmasters may be responsible for multiple
servers.

8.1.4. Ofice Chiefs or Program Managers w || appoi nt
Pagemasters for every web page set. Pagenasters may be
responsible for nultiple page sets.

8.2. Ofice of the Deputy Chief of Staff for Corporate
Information will:
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Figure 1 -- CorpsWeb Roles and Responsibilities
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8.2.1. Develop CorpsWb-related policy in coordination with
HQUSACE Public Affairs Ofice.

8.2.2. Provide CorpsWeb oversight.

8.2.3. Manage the placenent of official HQUSACE
publ i cati ons on CorpsWb.

8.2.4. Serve as Functional Proponent for the USACE I nternet
Center of Experti se.

8.2.5. Be responsible, through the Corps of Engineers
Aut omation Plan (CEAP-1A) Program Manager, for overall corporate
network security, including security inpacting access to
Cor ps\Veb.

8.2.6. Manage the policy waiver process. See paragraph
9. 2.

8.2.7. Provide oversight and/or resolution for issues
arising on the use of G aphic standards on CorpsWb.

8.3. HQUSACE Ofice of Public Affairs wll:

8.3.1. Provide appropriate review of information made
avail able to the public on CorpsWb.

8.3.2. Coordinate with the Ofice of the Deputy Chief of
Staff for Corporate Information about the devel opnent of
Cor psWeb-rel at ed policy.

8.3.3. Determne corporate category hyperlinks. Determ ne
which links will be required for USACE hone page and Comrand
honme pages.

8.4. WMSC Commanders, Laboratory Directors, Field Operating
Activity Directors, and HQUSACE Chief of Staff wll:

8.4.1. Create a local policy for web nmanagenent.

8.4.2. Appoint a Wb Site Mnager.
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8.4.3. Inplenent managenent controls for existing and new
web pages.

8.4.4. Pronote business use of CorpsWeb. Ensure training
opportunities are provided to managers and personnel involved in
information distribution or retrieval using the Internet.

8.4.5. Approve Intranets and Extranets.

8.5. Ofices of Counsel at all levels will clear Privacy
Act information. The local Ofice of Counsel clears Freedom of
I nformation Act (FOA) and Privacy Act-related information.

8.6. Internet Center of Expertise was established by CEC
to performoperational functions in support of CorpsWb.
I nternet Center of Expertise will:

8.6.1. Operate and manage USACE corporate Internet
server(s) and corporate (USACE-w de) Intranet server(s).

8.6.2. Mintain resource location tools which include a
search engi ne and web catal og for CorpsWeb

8.6.3. Serve as Pagemaster for the corporate Internet and
| ntranet hone pages.

8.6.4. Pronul gate corporate technical standards,
procedures, operations, and technical guidance for CorpsWb.

8.6.5. Design, devel op, and mai ntain web design and | ayout
specifications in coordination with the Ofice of the Deputy
Chief of Staff for Corporate Information and HQUSACE, O fice of
Public Affairs.

8.6.6. Annually review tenplates in coordination with the
Ofice of the Deputy Chief of Staff for Corporate Information
and the HQUSACE, O fice of Public Affairs.

8.6.7. Serve as a clearinghouse for evaluating web-based
initiatives that have a potential for USACE-w de inpl enentation.

8.6.8. Provide support for web training to the Professional
Devel opnment and Support Center (CEHR-P).

9
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8.6.9. Provide technical input to Ofice of the Deputy
Chief of Staff for Corporate Information and HQUSACE, Public
Affairs Ofice for policy devel opnent.

8.6.10. Participate with Ofice of the Deputy Chief of
Staff for Corporate Information in USACE Conputer Enmergency
Response Teamto ensure security issues surrounding the
operation of web servers are addressed. Assist in conmunicating
security issues to USACE Webmasters and system adm ni strators.

8.6.11. Participate with the Ofice of the Deputy Chief of
Staff for Corporate Information and sponsori ng HQUSACE el enents
in validating repositories.

8.7. Wb Site Managers wll:

8.7.1. Certify web sites annually to Internet Center of
Experti se.

8.7.2. Ensure appropriate release authority exists for web
page content. Manage web site in conjunction with appropriate
policies and regul ati ons.

8.7.3. Report web-based initiatives to Internet Center of
Experti se.

8.8. Webmasters will:

8.8.1. Provide server access to Pagenasters, provide usage
statistics, maintain server |ogs, and provide appropriate
adm ni strative functions.

8. 8. 2. Mai ntain a Webmaster E-nmil address.

8.8.3. Mnitor web servers and ensure security/ OPSEC
st andards are net.

8.9. Pagenasters wll:

8.9.1. Develop and format the appearance of web pages
foll ow ng the guidance in Appendix D, Wb Page Standard Formats

10
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and Style Quide at
http://ww. usace.arny. ml/ice/references/styl eqguide. htn .

8.9.2. Place hyperlinks fromtheir web pages to other
i nformation.

8.9.3. Register their hone pages and associ ated web page
sets as shown in Appendix E, Certification and Registration.

8.9.4. Review pages periodically for broken |inks.

8.9.5. Mintain and manage their hone pages as official
records.

8.9.6. Include point of contact information on pages.
8.9.7. Coordinate with Content Providers.
8.10. Content Providers wll:

8.10.1. (Obtain release authority and be responsi ble for
accuracy and tineliness of information.

8.10.2. Maintain official record copies of all information
| AW USACE records managenent policy. (Reference A 4).

8.10.3. Consider appropriateness of hyperlinks.
8.11. USACE Enpl oyees will:

8.11.1. Safeguard governnent information and resources and
use them appropriately. Conply with Appendi x B, Use of the
| nt er net.

8.11.2. Report known, suspected, or attenpted intrusions by
unaut hori zed users or by authorized users attenpting to gain
unaut hori zed access, to the appropriate USACE Security O fice or
Arny Counterintelligence office wwthin 24 hours of detection
(I AW AR 381-12, paragraph 3-1, and paragraph 3-4).

11
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9. Enf or cenent and Wi vers.

9.1. Managenent and use of CorpsWb is subject to review
under the Conmand Staff Inspection Program

9.2. Requests for waiver from any provision of this
regulation will be directed to the Deputy Chief of Staff for
Cor porate Information.

10.  Conpliance Schedul e.

10.1. Wb Site Manager and Webraster Nanmes will be reported
to USACE Webnmaster _(webnmast er @ww. usace. army. m|).. Nane changes
will be reported within 30 days. Commanders/Directors w |
verify existing nanes within 30 days from i ssuance of this
regul ation.

10. 2. Exi sting Wb Pages nmust conform to this regulation
within six nonths of publication date.

FOR THE COVVANDER:

5 Appendi ces g . 4

A - References Maj or Ceneral, USA
B - Use of the Internet Chief of Staff
C - Restrictions on
Posti ng
D - Wb Page Standard
For mat s

E - Certification and
Regi stration
A ossary
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Appendi x A
REFERENCES

A. 1. DoDD 5200.28, Security Requirenent for AlSs,
http://web7. whs. osd. m | / pdf / d520028p. pdf

A. 2. DoDD 5500.7-R, Joint Ethics Regulation (JER)
http://web7. whs. osd. m | / pdf / d55007p. pdf

A. 3. AR 25-55, The Departnent of the Arny Freedom of
Information Act, ftp://pubs.arny. ml/pub/epubs/pdf/r25 55. pdf

A 4. AR 25-400-2, Modern Arny Record Keeping System ( MARKS),
ftp://pubs.army. ml/pub/epubs/pdf/r25 4002. pdf

A.5. AR 70-31, Standards for Technical Reporting,
ftp://pubs.arnmy. m |/ pub/epubs/pdf/r70 31. pdf

A.6. AR 340-21, The Arny Privacy Program
http://books.army. m | : 80/ cgi - bi n/ bookngr/ BOOKS/ R340 21/ CCONTENTS

A. 7. AR 360-5, Arny Public Affairs,
ftp://pubs.army. m |/ pub/epubs/pdf/r360 5. pdf

A. 8. AR 380-5, Departnent of the Arny Information Security
Program http://ww. fas.org/irp/doddir/armnmy/ar380-5/index. htn

A.9. AR 380-10, Technol ogy Transfer, Disclosure of Information
and Contracts with Forei gn Representatives,
http://books.army. m | : 80/ cgi - bi n/ bookngr/ BOOKS/ R380 10/ CCONTENTS

A. 10. AR 380-19, Information Systens Security,
ftp://pubs.army. m |/ pub/epubs/pdf/r380 19. pdf

A. 11. AR 380-53, Information Systens Security Monitoring,
ftp://pubs.army. ml/pub/epubs/pdf/r380 53. pdf

A 12. AR 381-12, Subversion and Espi onage Directed Against the
US Arny (SAEDA), ftp://pubs.arny.ml/pub/epubs/pdf/r381 12. pdf
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A 13. AR 530-1, Qperations Security (OPSEC),
http://ww. fas.org/irp/doddir/arnmy/ar530-1. ht m and
http://ww. fas.org/irp/doddir/arny/ar530-1t. ht m

A 14. DA Pam 25-51, The Arny Privacy Program System Notices
and Exenption Rules, http://books.arny.ml:80/cgi-
bi n/ bookngr/ BOOKS/ P25 51/ CCONTENTS

A. 15. DA Pam 25-91, Visual Information Procedures,
ftp://pubs.arnmy. m |/ pub/epubs/pdf/p25 91. pdf

A.16. ER 10-1-40, Directory Charts, Position Charts, and
Statenents of Functi ons,

http://ww. usace. arny. m | /publications/eng-regs/er10-1-
40/t oc. ht m

A 17. ER 25-1-2, Life Cycle Managenent of Automated Information
Systens (AIS), http://ww. usace.arny.m | /publications/eng-
regs/er25-1-2/toc. ht m

A. 18. ER 380-1-18, Technol ogy Transfer, D sclosure of

I nformation and Contacts with Forei gn Representatives,
http://ww. usace. arny. m |/ publications/eng-regs/er380-1-
18/ toc. ht m

A 19. EP 310-1-6, G aphic Standards Manual,
http://ww. usace. arny. m |/ publi cati ons/ eng- panphl et s/ ep310-1-
6/toc. ht m

A. 20. SAI S-SACC Menp, Quidance for Commanders and Publicly
Accessi bl e Websites and NI PRNET Connectivity, 01 Jul 99,
http://ww. usace.arny. ml/ice/references/arny websites. pdf and
http://ww. army. m |/ webmast ers/ checkl i st. ht m

A.21. NSA Meno, NSIRC Advisory - Inproving Web Site Security
(NSI RC- ADV- 0024-99), 04 Jun 99,
http://ww. usace.arny.ml/ice/references/nsirc. pdf.

A.22. OB Meno, Privacy Policies on Federal Wb Sites, 02 Jun
99, http://cio.gov/webprivl.htm

A 23. CECS-OC Menpb, Operations Order 99-001, 01 Apr 99
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A .24. CEIMI1 Meno, Privacy and Security Notice Banner and
Security Banner, 23 Feb 99,

http://ww. usace.arny. ml/ice/references/banner. pdf,
http://ww. usace.arny.ml/ice/references/privacy-banner. htm,
and http://ww. usace.arny. ml/ice/references/security-
banner. ht m

A. 25. SAI S-PAA Meno, |nplenentation of the Joint Technical
Architecture-Arny, Version 5.5, 23 Dec 98,
http://arch-odisc4.arnmy. m|/aes/aealjta-aljtaab5/ htm/jtaab5. htm

A. 26. DepSecDef Menpb, Wb Site Adm nistration, 07 Dec 98,
http://ww. def enselink. m|/adm n/dod web policy 12071998. pdf

A 27. SAI S-ZA Meno, Cuidance for the Managenent and QOperation
of U S Arny Whbsites, 30 Nov 98
http://ww. army. m| /DA web gui dance. ht m

A. 28. ACERT Meno, Counter and CA Script Vulnerabilities, 25
Nov 98, http://ww. usace.arny.ml/ice/references/count-Cd. pdf

A 29. CEIMI Meno, USACE G aphics Standards and Custom Logos,
18 Jun 98,

http://ww. usace. arny. m |/ publications/ graphi cs/ graphstd. pdf and
http://ww. usace. arny. m | /publications/graphics

A.30. CEIMI Meno, |nplenentation of One-Door-to-the-Corps, 06
Feb 98, http://ww. usace.arny.ml/icel/references/websites. pdf
and http://ww. usace. arny. m |/ onedoor

A. . 31. NSA Report #C44-022-97, Securing Your Wbserver (FOUO,
20 Jun 97

A.32. Arny Honme Page, http://ww. arny. ml

A.33. Arny Honme Page Registrar, http://www. arny. ml/register

A. 34. Command Hone Page Tenpl at e,
http://ww. usace.arny. ml/icel/references/tenpl ates/ comrand t enpl
ate. htm

A. 35. Conmmand Publ i cati ons,
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http://www.usace.army.mil/ice/references/security-banner.html
http://arch-odisc4.army.mil/aes/aea/jta-a/jtaa55/html/jtaa55.htm
http://www.defenselink.mil/admin/dod_web_policy_12071998.pdf
http://www.army.mil/DA_web_guidance.htm
http://www.usace.army.mil/ice/references/count-CGI.pdf
http://www.usace.army.mil/publications/graphics/graphstd.pdf
http://www.usace.army.mil/publications/graphics/
http://www.usace.army.mil/ice/references/websites.pdf
http://www.usace.army.mil/onedoor
http://www.army.mil
http://www.army.mil/register
http://www.usace.army.mil/ice/references/templates/command_template.html
http://www.usace.army.mil/publications
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A. 36
http

. Corporate Home Page Tenpl at e,
-/ /www. usace. arny. ml/ice/references/tenpl at es/ usace tenpl at

e. ht n

A 37.

A. 38.

A 39.

http

Corporate Internet, http://ww.usace.arny. m |

Corporate Intranet, http://corpsinfo.usace.arny. ml

Functi onal Honme Page Tenpl at e,
-/ /ww. usace.arny. ml/ice/references/tenplates/function tenp

| at e

. ht

A. 40.

http

Ceospatial Data C earinghouse,
:// corpsgeol. usace. arny. m |

A 41.

http

Gover nnent | nformati on Locator Service,
S/ /www. dtic.ml/index

A 42.

http

| nf or mat i onal / Web Page Tenpl at e,
-/ /wwv. usace.arny. ml/ice/references/tenplates/information_t

enpl at e. ht n

A 43.

http

Non Federal Governnent Disclainmer Notice,
-/ / wwv. usace.arny. ml/ice/tool s/intercept.txt

A 44.

http

Styl e Guide and Standards,
./ /www. usace.arny. ml/icel/references/styl egui de. ht n

A. 45.

http

Web St andards,
-/ /www. usace. arny. m |l /icel/references/ web-standards. ht n

A 46.

http

Webnast er s,
-/ /www. usace. arny. m |l /ice/references/ webnmast ers. ht n

A 47.

http

Web Site Managers,
-/ / www. usace. arny. ml/ice/references/ webmanagers. ht ni

A. 48.

http

Wrld Wde Wb Repositories,
-/ /wwv. usace.arny. ml/ice/references/repositories. htn



http://www.usace.army.mil/ice/references/templates/usace_template.html
http://www.usace.army.mil
http://corpsinfo.usace.army.mil
http://www.usace.army.mil/ice/references/templates/function_template.html
http://corpsgeo1.usace.army.mil
http://www.dtic.mil.index
http://www.usace.army.mil/ice/references/templates/information_template.html
http://www.usace.army.mil/ice/tools/intercept.txt
http://www.usace.army.mil/ice/references/styleguide.html
http://usace.army.mil/ice/references/web-standards.html
http://www.usace.army.mil/ice/references/webmasters.html
http://www.usace.army.mil/ice/references/webmanagers.html
http://www.usace.army.mil/ice/references/repositories.html
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Appendi x B

USE OF THE | NTERNET

B.1. Joint Ethics Regulation. USACE CorpsWb resources are for
of ficial use and authorized purposes only (See DoD 5500. 7-R
Joint Ethics Regul ation, as anmended, Section 2-301). Authorized
purposes include limted personal use as permtted by this
Appendi x.

B.2. Personal Use. Subject to the restrictions in paragraph
B. 3 bel ow, Governnent personnel may use USACE Cor ps\Web resources
while at their usual work place for

B.2.1. Conducting business processes.
B.2.2. Enhancing professional skills.

B.2.3. Job searching in response to Federal CGovernnent
downsi zi ng.

B.2.4. Oher personal reasons.

B.3. Restrictions. To ensure that Internet use does not
adversely affect the performance of official duties and serves a
legitimate public interest, perm ssion to use USACE resources is
subject to the followng restrictions:

B.3.1. Personal use nust be of a reasonable duration and
frequency and should be made before or after work hours or
during lunch or other authorized breaks. Internet searches nust
be brief.

B.3.2. The USACE communi cation system nay not be
over burdened, nor may use of the systemcreate significant
additional cost to USACE. Long-distance tolls or other usage
fees chargeable to the Governnent may not be incurred.

B.3.3. USACE resources nmay not be used in a manner which
woul d refl ect adversely on the Arny or which is inconpatible
with public service. The follow ng uses are specifically
prohi bi t ed:

B-1
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B.3.3.1. Soliciting business, advertising, or engaging in
other selling activities for personal financial gain, or in
support of private business or comercial enterprises, or for
fundrai sing activities (other than those permtted by JER
3-210).

B.3.3.2. Goup electronic nailings offering itens for sale
or for other personal purposes (e.g., selling an autonobile or
renting a private residence) or for any type of chain letter;

B.3.3.3. Goup electronic mailings announci ng events
sponsored by a non-Federal entity, wthout the prior approval of
t he commander or supervi sor

B.3.3.4. Soliciting, canpaigning, or pronoting a political
or gani zati on or candi date; and

B.3.3.5. Storing, processing, displaying, sending,
downl oadi ng, or otherwi se transmtting offensive or obscene
| anguage or material. O fensive material includes, but is not
limted to, “hate literature” such as racist literature,
materials, or synbols, and other harassing materials. QObscene
mat eri al includes sexually explicit materials.

B.4. CGovernnent Resources. (Governnent resources may not be
used to create or maintain web sites for, or in support of, non-
Federal entities due to the potential for interference with
governnent use of the resources. However, in appropriate cases,
the use of Internet access in support of personal and private
participation in non-Federal and not-for-profit professional
organi zati ons may be all owed by the commander or supervisor.

See JER, Section 3-305.

B.5. USACE Internet Resources. Use of USACE Internet
resources, whether for official or personal use, serves as
consent to nonitoring, is with the understandi ng that such use
is generally not secure, not anonynous, and is subject to
revocation. |nappropriate use of USACE equi pnent and systens
may be the basis for disciplinary, admnistrative, and judici al
action.
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B.6. Monitoring. USACE has the capability to nonitor an

i ndi vidual’s use of USACE Internet resources. Wen an

i ndividual is suspected of violating USACE Internet policy, a
supervi sor may request that the individual’s use be nonitored.
Requests for nonitoring will be prepared in witing by the
appropriate office chief, and forwarded through the

Director/ Chief of Information Managenent and the O fice of
Counsel to the Commander for approval. Conmanders will send
requests to the Deputy Chief of Staff for Corporate Information.
When crimnal activities are suspected the matter will be

i medi ately referred through O fice of Counsel to the Commander.

B.7. Point of Contact. Questions and concerns about this
appendi x should be directed to the local Ofice of Counsel.
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Appendi x C

RESTRI CTI ONS ON POSTI NG

C.1. The Internet is used for exchange of information on a
wor | d-wi de basis. Corps personnel releasing information on the
I nternet nust be sensitive to, and protect, the rights and
interests of USACE. Wthin the context of information
assurance, the CorpsWb should not be treated any differently
fromany other potential vulnerability. Security of information
on publicly accessible web sites nust be viewed in the context
of an organi zation’s overall operation security posture.

C.2. Information Prohibited from Placenent on Cor psWb

C.2.1. Information that woul d adversely affect national
security or threaten the privacy or personal safety of nenbers
of the Armed Forces and civilian enployees, and typically falls
under AR 340-21, AR 380-5, and AR 380-19.

C.2.2. Defense information |abeled Confidential, Secret,
Top Secret, and Sensitive Conpartnented | nformation.

C.2.3. Sensitive but unclassified information, which
requires protection fromforeign intelligence services to ensure
confidentiality.

C.2.3.1. Information involving intelligence activities.

C.2.3.2. Information involving cryptologic activities
related to national security.

C.2.3.3. Information involving command and control of
forces.
C.2.3.4. Information contained in systens that are an

integral part of a weapon or weapon system

C.2.3.5. Information contained in systens critical to the
direct fulfillment of mlitary or intelligence m ssions.
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C.2.4. Sensitive but unclassified information dealing with
nmedi cal care, Privacy Act data unless otherw se permtted,
Freedom of Information Act Exenption 6 information, and certain
types of financial, personnel managenment, contractual data, or
| ogi stics data.

C. 2.5. Independent Governnment Estinmates and contractors
cost proposals.

C.2.6. Controlled-Unclassified Information. Unclassified
information to which access or distribution limtations have
been applied in accordance with national |aws, policies, and
regul ations of originating country. It includes U S
informati on determ ned to be exenpt from public disclosure in
accordance wwth AR 70-31 and AR 25-55 or subject to export
controls in accordance with International Traffic in Arns
Regul ati ons or Export Adm nistration Regul ations.

C.2.7. Proprietary information will not be available to the
public without the witten concurrence of the proponent of the
i nformation.

C.2.8. Registered and unregi stered | ogo marks of
commercial /private enterprises.

C.2.9. Copyrighted material, including software, text and
visual imagery will not be distributed on CorpsWeb w thout
witten approval of the owner of the copyright.

C.3. Information Restricted to Intranets.

C.3.1. “For Oficial Use Only” information.

C.3.2. Wirking Papers and Drafts accunul ated or created in
preparation of finished docunents and material will be kept
Wi thin USACE until cleared for public release. The word “DRAFT”
will be promnently displayed throughout the docunent.

C.3.3. Information about internal issues and workings of
t he Corps.

C.3.4. Nanes of enployees stationed in foreign countries.

C2
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C. 4. Information which may be Placed on the Internet for Public
Access.
C.4.1. Information that is wholly within the m ssion and

scope of the Corps of Engineers and is not restricted by the
provi sions of AR 360-5, Sections 3-1a, and 3-1b and AR 360-81.

C.4.2. Information normally released by the Public Affairs
O ficer to local newspapers, television, and radi o stations.

C.4.3. Authoritative Articles. Authoritative articles,
unless |limted by | aw or regulation, are all owed on CorpsVWb
with the caveat such opinions are wthin the know edge and
experience of the author. Include a disclainmer stating: “The
views expressed in this article are those of the author and do
not reflect the official policy or position of the Departnent of
the Arny, Departnent of Defense, or the U S. Governnent.”

C.4.4. Policy regarding unclassified photographs is
referenced in DA Pam 25-91, Section 3-10, ... “Publication or
commercial use of this material requires release by a U S. Arny
Public Affairs Oficer. Credit US. Arny.” Acredit line with
t he phot ographer’s nanme and office designation nmay be added with
t he photograph’s insertion on the Internet. Still pictures are
subject to the sane saf eguards and rel ease requi renents as ot her
materials intended for release to the press, public, or
i ndi vi dual s.

C.4.5. Information required to be rel eased under the
Freedom of Information Act.

C.4.6. Disclainer statenents concerning copyright status,
endorsenent, or liability will be used and appropriately applied
as shown bel ow.

C.4.6.1. Disclainmer of Copyright Status: “The United States
Governnment retains a non-exclusive, royalty-free license to
publ i sh or reproduce these docunents, or allow others to do so,
for United States Governnment purposes. These docunents nay be
freely distributed and used for non-commercial, scientific and
educati onal purposes. Commercial use of this docunment may be
protected under the United States and Forei gn Copyright Laws.
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| ndi vi dual docunents on this server may have different copyright
conditions, and that will be noted in those docunents.”

C.4.6.2. Disclainmer of Endorsenent: “Reference herein to
any specific commercial products, process, or service by trade
name, trademark, manufacturer, or otherw se, does not
necessarily constitute or inply its endorsenent, recomendation,
or favoring by the United States Governnent. The views and
opi nions of authors expressed herein do not necessarily state or
reflect those of the United States Governnent. The views and
opi nions of authors expressed herein do not necessarily state or
reflect those of the United States Governnent, and shall not be
used for advertising or product endorsenent purposes.”

C.4.6.3. Disclainmer of Liability: “Wth respect to this Wb
site, neither the United States Governnent nor any of their
enpl oyees, makes any warranty, expressed or inplied, including
warranties of nmerchantability and fitness for a particul ar
pur pose, or assunes any legal liability or responsibility for
t he accuracy, conpl eteness, or useful ness of any information,
appar atus, product, or process disclosed, or represents that its
use woul d not infringe privately owned rights.”

C.4.6.4. An alternative for a Disclainmer given above is
acceptable, provided that it is approved by local Ofice of
Counsel
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Appendi x D

WEB PAGE STANDARD FORMATS

D.1. Overview. Because of the great variety of content on

Cor psWeb, standard formats for page di splay can best be achieved
by consistent |layout. Oher considerations affecting

st andar di zati on of web page fornmats are the use of web page

el ements such as site markers, points of contact information,
and corporate category hyperlinks.

D.2. Home Page. Each USACE Command wi Il have an Internet hone
page.

D.3. Arny Hyperlink. USACE Comrand home pages will be
hyperlinked to the Arny hone page at http://ww.arny. ml.

D.3.1. Each USACE Command and HQUSACE el ement | nternet hone
page will include a hyperlink to the Corporate |Internet hone
page using the One-Door-to-the-Corps Site Marker.

D.3.2. USACE Commands and HQUSACE el enent | ntranet hone
pages wll link to the Corps Intranet hone page at
http://corpsinfo.usace.arny. ml.

D.3.3. Any honme page may have m ssion rel ated subordi nate
pages linked to it.

D.3.4. Every CorpsWb page nmust have a hyperlink to a
superior page. Al pages ultimately hyperlink to the Corporate
honme page.

D. 4. Functional Honme Pages, subordi nate pages and docunents
must relate to and support the functions which the individual,
office, program project, etc. perforns. Al information and
hyperlinks on a functional honme page, subordi nate page or
docunent must support this purpose.

D.5. Design and Layout Standards for Wb Pages. 1In the

interest of a consistent “look and feel” for Corps of Engi neers
web sites, USACE Conmands and HQUSACE el enents are guided by the
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standard web design and | ayout specification at
http://ww. usace.arny. ml/icel/references/web-standards. htnl .

D.5.1. See Table D-1 for a list of what web el enents are
requi red on each type of CorpsWb page. Follow page design
tenpl ates at:
http://ww. usace.arny. ml/ice/references/tenpl ates/usace tenpl at
e.htm for the Corporate hone page,
http://ww. usace.arny. ml/icel/references/tenpl ates/ comrand t enpl
ate. htnl for Command hone pages,
http://ww. usace.arny. ml/ice/references/tenpl ates/function tenp
late. ht Ml for Functional honme pages, and
http://ww. usace.arny. ml/ice/references/tenplates/information t
enpl ate. htl for other web pages.

D.5.2. Al Command Internet honme pages will use standard
corporate category hyperlinks as applicable.

D.5.3. Al Command Internet hone pages will link to a
description of their organization's m ssions and functions.
I nformation required by ER 10-1-40, Directory Charts, Position
Charts, will be posted on CorpsWb. This information may be
made available to the public at Commander’s discretion.

D.5.4. On Internet pages, hyperlinks to files or
col l ections of hyperlinks to files larger than 1MB will include
an explicit note that lists the file size and its format type.

D.5.5. Each web page including hyperlinks to a non-Federal
Government web page will contain a disclainmer notice using the
text at http://ww. usace.arny.ml/ice/tools/intercept.txt.

D.5.6. Point of Contact. The Content Provider’s name wll
be included on the page. This nanme nust be a governnent
enpl oyee. The Point of Contact bl ock may include both the
Content Provider and the Pagemaster or \Wbnaster.

D.6. Style Guide and Standards. Standards for applying HTM. in
a consi stent manner are at
http://ww. usace.arny. ml/icel/references/styl eqguide. htn .
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Table D-1 - Required Web Elements

REQUIRED Corporate Command Functional Other
WEB ELEMENTS Home Pages | Home Pages | Home Pages | Web Pages

Corporate Banner T T

Corp. Category Links T T

Link to
Organization’s
Mission & Functions

Link to
Organization’s Chart

Link to superior page

Web Site Purpose
Statement

Link to Privacy and
Security Disclaimer

Link to Security
Disclaimer

Non-Federal Gover-
ment Disclaimer

Content POC

One door to the
Corps Site Marker

Link to
Corps Home Page

Last Date Updated

Link to
Army Home Page

LEGEND:

T — Required for Internet (public access)

I — Required for Intranet (private access)

(Tt ¥) — Asrequired

T* $* - Optional if superior page POC is the same

t** {** - Optional if superior page last date updated is the same
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D.6.1. Special Design Consideration to Enhance
Communi cation. Keep it sinple and informative. Bal ance
presentations of information-rich, but nmenory-intensive graphics
with sinpler, but |less nenory-intensive textual information.
Provide, “alternate textual descriptions” of inline graphics.
Strive to deliver useful information

D.6.2. Al Internet pages will be cross browser conpatible.
New HTM. standards may be used six nonths after recomrendati on
by the World Wde Wb Consortium (WBC).

D.7. Information Structure. Content Providers should eval uate
t he audi ences using their information and organi ze material in
meani ngful categories. |f geographical organization is used,

state or regional boundaries should be used in |ieu of USACE
Cvil Wrks or Mlitary boundaries which are not generally
meani ngful to the public. Oher categories such as “Jobs and
Personnel ”, “History” or “Business Qpportunities” may be
appropriate at certain web sites.

D.8. File Formats. Provide final documents on CorpsWb in HTM
(with G F or JPEG, PDF, CALS, SGM, or XM.. Additional copies
may be provided in other formats. Formats listed in the JTA-A
Table 2.1, are used for working docunents. (Reference A 25).
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Appendi x E

CERTI FI CATI ON AND REG STRATI ON VEB CATALOG
(RCS: CEC! -1 - 46)

E.1. Wb Site Certification. Certificationis an aid to
Commanders/Directors in determining the need for existing and/or
new web pages. By certifying, the Wb Site Manager acknow edges
that the web site conplies with this regulation. Wb Site
Managers nmai ntain copies of their certifications.

E.1.1. The following is a list of Mnimum Certification
Criteria for Wb Site Certification

E.1.1.1. Wat is the purpose for this web site?

E.1.1.2. Does your web site support the sub-strategies of
the USACE Strategic Vision and your Command’ s Canpai gn Pl an?

E.1.1.3. For all the information associated with your web
site, do you check that simlar information is not found
el sewher e?

E.1.1.4. |Is the web site cost effective? How do you
measure effectiveness (netrics)?

E.1.1.5. State the USACE busi ness process(es) supported by
this web site.

E.1.1.6. State the target audience(s) for this web site.

E.1.2. Gve the URL for the web site for which
certification is granted.

E. 2. Home Page Registration. Pagemasters maintain copies of
their registrations. The followng is a list of Mninmm

O ficial Record Requirenents for hone pages and associ ated web
page sets.

E.2.1. Point of Contact nane, office synbol, phone nunber,
and E- Mai|l address.
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E.2.2. Sunset date or event (specific date not to exceed
one year or permanent designation) for review, re-certifying
need and/or renoval from CorpsVeb

E.2.3. Intended Audience. The public, USACE-w de, other
restrictions.

E.2.4. Record of approval for rel ease on CorpsWeb

E.2.5. Uniform Resource Locator (URL) of the hone page and
associ ated web page set.
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d ossary

ABBREVI ATI ONS, BREVI TY CODES, ACRONYMS AND TERMS

Abbrevi ation — An abbreviation is a shortened formof a word.
For exanpl e, Logo neans Logotype.

ACERT — Arny Conputer Energency Response Team

Acronyns — An acronymis a word formed fromthe initial letters
of a name or parts of a series of words. For exanple, MARKS
means Modern Arny Records- Keepi ng System

AlSs — Automated I nformation Systens.
ALARACT — All Arny Activities.

Application - The termapplication is a shorter form of
application program An application programis a program
designed to performa specific function directly for the user
or, in sonme cases, for another application program An
application processes data: It is not sinply a display
mechani sm

AR — Arny Regul ati on.

Brevity Code — A brevity code is the shortened formof a
frequently used uncl assified phrase, sentence, or group of
sentences. For exanple, COVSEC neans communi cations security.

CALS - Continuous Acquisition and Life Cycle Support is a
software format that allows a user to view a vector-based
docunent in a raster software application reader

Certification — an authoritative statement by the Wb Site
Manager that the site supports the m ssion of the organization.

C@ - Common Gateway Interface is a standard that describes how
Hyper Text Transfer Protocol Daenon (HTTPD)-conpatible Wrld Wde
Web servers shoul d access external prograns, so that this data
is returned to the user in the formof an automatic generated
web page.
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Command Hone Page - The top web page in the hierarchical
structure of a Command's (HQUSACE, MSC, District, Lab, & FOA
web presence. It is the central access point for |ocating and
acquiring the Command's information on the Wrld Wde Wb.

Content Provider - The person who provides information to the
Pagemaster for placenent on CorpsWb.

Contractual Data - This data is defined to nean "finished or
conpl eted, detailed fact and/or cost data" which woul d ot herw se
aid a bid preparation or solicitation effort in the sane vein as
the "Contractor Restricted" caveat is intended to prevent.

Cor porate Banner - The banner is an illustration |ocated at the
top of a web page that consists of a USACE | ogo, a
Command/ O fi ce name and an optional i mage.

Cor porate Category Hyperlinks — A corporate category hyperlink
is any one of a set of CEPA-defined, standard, non-technical

| abel s for hyperlinks that is tailored for public audiences
used on hone pages.

Corporate Internet Honme Page — The Corporate Internet home page
is the top web page in the hierarchical structure of CorpsWeb
and the central access point for locating and acquiring
corporate information. Its Internet address is

http://ww. usace.arny.ml. This is the address of the United
States Arny Corps of Engineers as a corporate entity.

Cor psWeb - CorpsWeb represents the totality of USACE

uncl assified web presence (Internet/Intranets/Extranets) on the
Wrld Wde Wb (fornmerly called Informati on Network (I Net)).
COVBEC — Communi cations Security.

CERT - Conputer Energency Response Team

CIO - Chief Information Oficer.

DepSecDef — Deputy Secretary of Defense.

DoDD — Departnent of Defense Directive.

A ossary-2


http://www.usace.army.mil/

ER 25-1-99
30 Jul 99

EP — Engi neer Panphl et.
ER — Engi neer Regul ati on.

Extranet - Extranets allow selected custoners and suppliers to
have limted access to information which woul d ot herwi se be
restricted to the Intranet.

FOA — Field Operating Activity.
FO A - Freedom of Information Act.

Functi onal Home Page - Any hone page other than the Corporate
home page or a Command hone page. Exanples are hone pages of:
O fices, Progranms, Projects, etc.

G F — Gaphics Interchange Format is a graphics file format used
to encode and exchange graphics files on the Internet.

G LS - Government Information Locator Service.

Home Page - The top web page in the hierarchical structure of a
collection of related web pages. The index or introductory page
for a Wb site. CorpsWb contains three types of hone pages;

t he Corporate hone page, Command hone pages, and Functional hone
pages.

HQUSACE — Headquarters, United States Arny Corps of Engineers.

HTML - Hyper Text Markup Language, the synbols used to create a
Wrld Wde Wb page. An application of the Standard Generali zed
Mar kup Language (SGW).

Hyperlink - Alink in a given docunent to information in another
area of the page or docunent being browsed or within

anot her docunent on the WMV These |inks are usually
represented by highlighted and/ or underlined words or inages.

| CE — Internet Center of Expertise.

| AW —- I n Accordance Wth.
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Internet - The | oosely connected worl dw de col |l ection of
conputer systens that use a commobn set of comrunications
standards to send and receive electronic information.

Intranet — An Intranet is a network using Internet protocols
whi ch contains data restricted for internal use by an
or gani zati on.

IP — Internet Protocol is a standard that descri bes how an

| nt er net - connected conputer should break data down into packets
for transm ssion across the network, and how those packets
shoul d be addressed so that they arrive at their destination.

JPEG — Joi nt Phot ographic Expert Goup is a graphic format for
conpl ex pictures of natural, real-world scenes, including
phot ographs, realistic artwork, and paintings.

JTA-A - Joint Technical Architecture — Arny.

Life Cycle Managenment (LCM — An anal ysis and control process
which is applied throughout all phases of the |ife of an
I nformation System (1S) or |S nodernization.

Logo, Logotype, or Trademark — Either a word, phrase, synbol or
design, or conbination of words, phrases, synbols, or designs,
whi ch identifies and di stingui shes the source of the goods or
services of one party fromthose of others.

MSC — Maj or Subordi nat e Command.

NI PRNet — Non-Secure Internet Protocol Router Network.

NSA — National Security Agency.

NSI RC — National Security Incident Response Center.

O ficial HQUSACE Conmand Publications - USACE Suppl enents to
Arny Regul ati ons and changes thereof, Engineer Regul ations (ER)
and changes thereof, Engi neer Panphlets (EP) and changes

t hereof , Engi neer Manuals (EM and changes thereof, HQUSACE

O fice Menoranduns (OM and changes thereof, Engi neer Techni cal
Letters (ETL) and changes thereof, Engineer Crculars (EC)
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HQUSACE Menor andum of Under st andi ng/ Agreenents, and USACE
M scel | aneous Publicati ons.

One-Door-to-the-Corps Site Marker. The Site Marker is an
illustration that shows viewers where they are within the

I nternet portion of CorpsWb both organi zationally and
functionally. The Site Marker is primarily a | ocational rather
than a navigational device. Instructions are |ocated at
http://ww. usace. arny. m |/ onedoor/.

OPSEC - Operations Security.

PAO — Public Affairs Oficer or Public Affairs Ofice.
Pam — Panphl et .

PDF — Portabl e Docunent Format.

POC — Poi nt of Contact.

Privacy and Security D sclainmer —
http://ww. usace.arny. ml/ice/references/privacy-banner. htm .

Regi stration — a statenent by the Pagemaster docunenting
adm nistrative informati on about a web page set.

Rel ease Authority - The authority to release information in
accordance wth official guidelines, standard operating
procedures, regul ations, and statutes. The office with
functional responsibility for devel oping and maintai ning the
information has the rel ease authority.

Repository — a collection of information on a specific topic,
generally presented by a recogni zed authority for the
i nformation.

SAEDA - Subversion and Espi onage Directed Against.

Security Disclainmer —
http://ww. usace.arny. ml/ice/references/security-banner. htnl.

SGW - Standard Generalized Markup Language.
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SSL (Secure Sockets Layer) - is a program | ayer created for
managi ng the security of nessage transm ssion in a network. The
“sockets” part of the termrefers to the sockets nethod of
passi ng data back and forth between a client and a server
programin a network or between programlayers in the sanme
conputer. SSL uses the public-and-private key encryption
system which also includes the use of a digital certificate.

Term— is a word having an explicit meaning. For exanple,
application is a term

URL — Uniform Resource Locator is a string of characters that
precisely identifies an Internet resource’ s type and | ocati on.

USACE - United States Arny Corps of Engineers.

WBC - Wrld Wde Wb Consortium

Web Application - A conputer programthat uses an |nternet
Browser as the user interface. A web site which does not edit
or process data is not a web application.

Web El enment - Specific item which nust be included on a web
page i ncludi ng One-Door-to-the-Corps indicators, banners, PCC
bl ock, etc.

Web Page — A docunent displayed by a web browser. It may
i nclude graphics and links. Each page has an uni que address.

Web Page Set - A collection of web pages having a common t hene,
publ i shed by one group, and intended for one audience.

Wb Site - A collection of information including its opening
page and one or nore web page sets related to a comon subj ect
or set of subjects. A web site is distinct froma web
appl i cation.

WW — Worl d Wde Web.

XML - Extensible Markup Language.
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